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(54) Method and apparatus for connecting a home network to the internet 

(57) A method and apparatus for connecting a 
home network to the Internet using the ports or sockets 
of the home gateway to muliplex the data flow. The 
devices on the home network may be client or server 
applications. The home gateway has a single Internet 
address. Unicast and multicast data flows to the home 
network are supported. The apparatus includes the 
home network and a home gateway. The home network 
includes at least one home network device. The home 
gateway includes at least one home gateway port. Each 
home network device is connected to at least one home 
gateway port. The home gateway is connected to the 
Internet. The method includes the steps of connecting 
at least one home network device to a home gateway 
using at least one home gateway port and connecting 
the home gateway to the Internet using a single Internet 
address. 
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Description 
Feiid of the Invention 

[0001] The present invention relates generally to 
Internet protocol, and more specifically, to connecting a 
home network to the Internet. 

Background of the invention 

[0002] Traditionally, the Internet has been con- 
nected to homes through modems. Many homes, how- 
ever, have multiple devices. These devices include 
appliances such as telephones, fax machines, televi- 
sions, ovens, lights, and the like. It is sometimes desira- 
ble to network these devices to enable control of these 
devices and also information exchange between them. 
For example, with networked devices, one device may 
receive instructions from another, or multiple devices 
could be controlled remotely by a third device. Further, 
it may be desirable to have this home network to have 
access to, and be accessed by, the outside world. Tradi- 
tionally, the home service set only supports a single end 
point due to the complexities of topology management 
and address space depletion that supporting IP subnets 
in the home implies. There is a need to have a home 
network visible to the rest of Internet. If this is the case, 
then each device on the network could send and receive 
information using the Internet. 

[0003] There are a number of known systems that 
connect a home network to the Internet. One such sys- 
tem, known as a full router, assigns each device on the 
home network a unique Internet address. In this imple- 
mentation, the home is not the end, or stub, connection 
but instead the home network is a sub-network. This 
implementation also increases the complexity of net- 
work administration while minimizing opportunity to re- 
use IP addresses across multiple customers. 
[0004] Another known system which alleviates the 
address problem is call Network Address Translation, or 
NAT. NAT is a 1:1 address translation, that is, for every 
address in the home network there is a corresponding 
address at the NAT. Another version of NAT, called Port 
Based NAT, uses a N:1 translation as a single address 
is shared by multiple end-systems on the home net- 
work. 

[0005] In NAT and Port Based NAT. the home 
remains the stub connection on the Internet and cir- 
cuitry in the home translates the incoming information to 
the required devices using internal network addresses. 
This address translation introduces additional address 
topology complexity into the home network, which is 
undesirable. Furthermore, the home network addresses 
are private and the devices in the home network are not 
visible to the outside world. Hence, an incoming signal 
can not contact a specific device without that device first 
setting up the connection. Therefore, only client applica- 
tions are supported and server based applications are 
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not. An additional problem with NAT is that is breaks the 
end-to-end model required by such services as IP secu- 
rity (IPSEC). 

[0006] Port Based NAT associates each internal 

5 address with a socket. While the Internet address may 
specify the location of a computer platform on a net- 
work, a socket, or a port as it is sometimes known, has 
been traditionally used to specify a particular applica- 
tion on that computer platform. Typically, ports have 

io allowed multiple applications to share a single address, 
and therefore using ports, an Internet protocol data 
stream can be demultiplexed to the various applications 
on the computer platform. Thus, Port Based NAT maps 
the address of a the device on the hame network to a 

15 single Internet address and a specific port. The disad- 
vantage of Port Based NAT is that although the devices 
are able to connect to outside the home, the outside 
world is not able to see the mapping of the ports and 
instead only the single Internet address. Therefore, as 

20 in NAT. only client applications are supported and 
server based applications are not. 
[0007] Therefore, NAT and Port Based NAT permit 
a home network that is an Internet protocol based sub- 
network transparent to the service model of a single 

25 public address. NAT and Port Based NAT, however, 
interfere with the home service set, such as, IPSEC as 
already mentioned, electronic commerce, multiplayer 
gaming and the like. 

[0008] Thus, there remains the problem of support- 
30 ing an arbitrary number of devices in the home while 
being transparent to the single Internet identity service 
set. 

[0009] For the foregoing reasons, there is a need to 
provide an apparatus and method for client and server 
35 based applications for devices on a home network con- 
nected to the internet through a single Internet address. 

Summary of the Invention 

40 [001 0] The present invention is directed to an appa- 
ratus and method for client and server based applica- 
tions for devices on a hone network connected to the 
Internet through a single internet address. 
[0011] An embodiment of the present invention is 

45 an apparatus for connecting a home network to the 
Internet. The home network has as least one home net- 
work device. The apparatus includes a home gateway 
connected to the Internet and includes as least one 
home gateway port. Each home network device is con- 

so nected to at least one home gateway port. 

[0012] Another embodiment of the present inven- 
tion is a method for connecting a home network to the 
Internet. The method includes the steps of connecting 
at least one home network device to a home gateway 

55 using at least one home gateway port and connecting 
the home gateway to the Internet using a single Internet 
address. 

[001 3] An advantage of the present invention is that 
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the connection of the home network to the Internet sup- 
ports unicast and multicast data streams, and client and 
server applications embodied in the home network 
devices. 

Brief Description of the Drawings 

[001 4] These and other features of the invention will 
become more apparent from the following description in 
which reference is made to the appended drawings in 
which: 

Figure 1 illustrates a block dipgram of an embodi- 
ment of the invention used for a unicast data steam 
and a client application; 

Figure 2 illustrates a block diagram of an embodi- 
ment of the invention used for a unicast data steam 
and a server application; 

Figure 3 illustrates a block diagram of an embodi- 
ment of the invention used for a multicast data 
stream and a client application; 
Figure 4 illustrates a block diagram of an embodi- 
ment of the invention used for a multicast data 
steam and a server application; 
Figure 5 illustrates a flow chart of the operation of 
an embodiment on the invention; 
Figure 6 illustrates a flow chart of the operation of 
an embodiment on the invention used for a unicast 
data steam and a client application; 
Figure 7 illustrates a flow chart of the operation of 
an embodiment on the invention used for a unicast 
data steam and a server application; 
Figure 8 illustrates a flow chart of the operation of 
an embodiment on the invention used for a multi- 
cast data stream and a client application; 
Figure 9 illustrates a flow chart of the operation of 
an embodiment on the invention used for a multi- 
cast data stream and a server application; 
Figure 1 0 illustrates a flow chart of the operation of 
an embodiment of the invention for Internet teleph- 
ony; and 

Figure 1 1 illustrates a flow chart of the operation of 
an embodiment of the invention for World Wide 
Web browsing. 

Detailed Description of the Preferred Embodiments 
of the Invention 

[0015] By way of overview, the present invention is 
first described generally. Following this description, the 
structure and operation of the embodiments of the 
present invention are described in more detail. Advan- 
tages of the present invention are then described, and 
also further alternative embodiments. 
[001 6] Although ports have been traditionally asso- 
ciated with applications hosted on a specific computer 
platform, it is possible to use a port as part of a distrib- 
uted architecture. Ports may be used as an additional 



layer of multiplexing to permit an IP network end point to 
be fanned out into a constellation of devices in the 
home. This requires the definition of a protocol to permit 
port administration for the network end point to be local- 
5 ized on one platform in the home network 

[0017] Further, a protocol may permit distributed 
port administration for a single Internet address to be 
extended across the home Local Area Network (LAN). 
Thus, the protocol to implement the above may be 
w called Internet Protocol Residential Protocol (IPRP). 

IPRP augments the normal implementation of IP in the 
. . home to permit multiple local end points to port multi- 
plex together onto a single network end point instead of 
supporting direct IP peer communication between the 
15 network elements in the home. Usually the connectivity 
to the Internet is an overlay on the home network and 
intra-home connectivity does not require a network 
layer. The network layer, or IP layer as it is sometimes 
known, is the protocol handling of Internet protocol (IP). 
20 [0018] The IPRP splits the IP layer in the home into 
a client server model. The clients reside in the devices 
and offer traditional IP layers to the higher layers in each 
device. The server administers the ports, forwards data 
traffic to the specific clients on the basis of port demurti- 
25 plexing, interdicts client data traffic where appropriate 
and filters incoming data traffic from the Internet. 
[0019] The architecture to implement the IPRP 
includes a residential gateway which terminates the net- 
work stack layer and fans port data traffic out to the 
30 devices on the home LAN. The residential gateway 
maintains bindings between particular end-systems and 
ports of interest such that the port numbers (both UDP 
and TCP) function as a form of subnet addressing in the 
home. As devices are turned on, they register "ports of 
35 interest" with the home gateway. Data traffic from the 
Internet to unregistered ports is silently discarded by the 
residential gateway. Existing home networking does not 
require a network address plan to function, so the "net- 
work neighbourhood" continues to function independent 
40 of Internet services. 

[0020] Therefore, as far as the outside world is con- 
cerned, the home is a single host address. The home 
gateway, however, controls which device or combination 
of devices connects, or has visibility to, to the outside 
45 world. An advantage of this configuration is that each 
home device is accessed as if the device were directly 
connected to the outside world. Also, this implementa- 
tion uses a minimal amount of resources. A further 
advantage is that the home is hidden from the network. 
so Usually an IP address plan requires a high amount of 
administration and is analogous to requiring extra 
phone numbers when adding extra phones lines to a 
home. The present invention is analogous to extending 
a single phone line as a bus through the home. 
55 [0021] With reference to Figures 1 to 4, embodi- 
ments of the invention are now described. The invention 
includes a home network 10 and a home gateway 12. 
The home network 10 includes at least one home net- 
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work device 14. The home gateway 12 includes at least 
one home gateway port 16. Each home network 14 
device is connected to at least one home gateway port 
16. The home gateway 12 is connected to the Internet 
18. Throughout this description, a connection is defined 5 
as a transfer of data embodied on a signal. Usually the 
connection is achieved using a wire, transmission line, 
bus. waveguide, f tore optics or similar signal wave guid- 
ing means. Wireless connections using antennas are 
also possible. Indeed, any transmission media may be 70 
used as long as there is the ability to have unicast, mul- 
ticast and broadcast services. 

[0022] Figure 1 illustrates a block diagram of an 
embodiment of the invention used for a unicast data 
stream and a client application. A unicast data stream is is 
data that flows between a single home network device 
and the outside world, namely the Internet. A client 
application is a home network device which initiates 
contact with the Internet. 

[0023] Thus, in Figure 1, the home network device 20 
14 is connected to the home gateway 12 using a single 
home gateway port 16. This port 16 may be selected by 
the device 14 or the home gateway 12. The port 16 is 
only selected by the device 14 if it is attaching as a 
server, that is listening to the network, on what are 25 
known as "well known ports" defined for Internet appli- 
cations. When the device 14 is functioning as a client of 
the network, the device 14 requests a port number from 
the home gateway 12. Therefore, the device type is usu- 
ally not associated with a particular port 1 6, but instead 30 
the application that the device supports as a server may 
be associated with a "well known port". 
[0024] Figure 2 illustrates a block diagram of an 
embodiment of the invention used for a unicast data 
steam and a server application. A server application is a 35 
home network device which waits for initiation from the 
Internet. Usually, the device 14 is connected to a port 1 6 
that is associated with the type of the device. This 
allows signals from the Internet attempting to reach the 
device 14 may be demultiplexed correctly by the home 40 
gateway 12 to a device 14 in the home wishing to offer 
or terminate the service. Often, when a signal is incom- 
ing from the Internet 18 the connection is changed to a 
second port 16, as indicated by the dotted lines in Fig- 
ure 2. 45 

[0025] Figure 3 illustrates a block diagram of an 
embodiment of the invention used for a multicast data 
steam and a client application. In this embodiment an 
application is shared across multiple devices in the 
home. A multicast data stream is data that flows so 
between two or more home network devices and the 
Internet. As shown in Figure 3, the two devices 14 are 
connected to the same port 16. 
[0026] Figure 4 illustrates a block diagram of an 
embodiment of the invention used for a multicast data 55 
stream and a server application. This embodiment is 
similar to that illustrated in Figure 2. After initial contact 
is made by the Internet to the devices 14, usually the 



connection is moved to a different port 16, as indicated 
by the dotted lines. In Figure 4. however, two devices 14 
are connected to the port 16. 

[0027] In all Figures 1 to 4, there could be many 
more devices 14. Furthermore, ail four individual 
embodiments may occur simultaneously, or in any com- 
bination, in another embodiment of the invention. Also, 
each home network device 14 may be connected to one 
of a predetermined range of home gateway ports 16, 
the range being determined by the home gateway 12. 
The predetermined range is usually a pool of ports 16 
not specifically designated for a particular type of device 
14. 

[0028] The home network devices 14 may be a tel- 
ephone, a facsimile machine, a computer implemented 
World Wide Web (WWW) browser, a home lighting sys- 
tem, a security system, a stove, a microwave, a dryer, a 
washing machine, a refrigerator, a TV, a stereo, a VCR, 
a DVD player, or any other home appliance that may be 
controlled or that may send or receive information. 
[0029] Turning now to the operation of the various 
embodiments of the invention, reference is made to Fig- 
ures 5 to 9. 

[0030] Client applications, that is where the service 
is initiated from within the home, typically are handled 
as an unicast data steam. An unicast data steam is usu- 
ally a single end-system bound to a single TCP or UDP 
port. There are. however, many server type applica- 
tions, such as IP telephony, in which more than one end 
system in the home may be interested in implementing 
the application. A server application is something like 
telephony, e-mail or web page hosting in which the com- 
bination of an IP address and a "well known port 
number" serves as the traditional point of contact to 
serve the outside world. In many of these scenarios 
application layer irrterworking is used at the home gate- 
way to convert the application from unicast to the IP 
layer address (which thinks it is dealing with only one 
end-system) to multicast to the community of interested 
end-systems in the home. It is usually desirable to do 
this within the context of a single protocol framework, 
such as IPRP, as opposed to a separate protocol. 
[0031] Also, the ports are defined at the transport 
layer, thus an IP port is typically either a UDP port 
where the transport service is datagram, or a TCP port 
where the transport service is streaming data. 
[0032] Figure 5 illustrates a flow chart of the opera- 
tion of an embodiment on the invention. Specifically, the 
method for connecting a home network to the Internet 
includes connecting at least one home network device 
to a home gateway using at least one home gateway 
port (step 20) and connecting the home gateway to the 
Internet using a single Internet address (step 22). It 
should be noted that connecting step 22 is often accom- 
plished before the other steps, and sometimes the con- 
nection is established once at the start and then 
remains connected throughout the network operations. 
Also, the connecting of a least one home network 
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device to the gateway step may include discovery of the 
gateway. 

[0033] Figure 6 illustrates a flow chart of the opera- 
tion of an embodiment on the invention using a unicast 
data stream and a client application device. The method s 
includes the following steps: 

requesting at least one home gateway port (step 
24); 

connecting at least one home network device to a to 
home gateway using one of the home gateway 
ports (step 20). Step 20 uses an unicast data 
steam, and uses a client application device one as 
of the home network devices; 

connecting the home gateway to the Internet using 75 
a single Internet address (step 22). 
after the connection between the home gateway 
and the client application device is no longer 
required, relinquishing the home gateway port (step 
26). 20 

A telephone, facsimile machine or other like device may 
be used as the client application device. Initially a home 
end-system applications needs connectivity to the out- 
side world and therefore requests a port number from 25 
the internal interface. This request is translated into a 
request for a non-specific port to the home gateway. 
The home gateway obtains a single port from a pool of 
non-application specific ports and returns it to the end- 
system. At the same time, the home gateway records 30 
internally that there is a specific binding between the 
port number and the end-system local address such 
that it may demultiplex data traffic from the network to 
the correct local device. An example of a local end sys- 
tem address for specific media is an Ethernet MAC 35 
address. As an optional embodiment of the present 
invention, the home gateway may broadcast to all 
devices in the home and they could have sufficient infor- 
mation to determine local applicability of the informa- 
tion. Further, failure of the gateway or one or more end 40 
systems may cause binding information to become 
unsynchronized. Numerous mechanisms to recover 
synchronization are known in the art such as lease 
times for port numbers. The embodiments of the 
present invention compliment these recovery mecha- 45 
nisms by adding further reliability. 
[0034] Figure 7 illustrates a flow chart of the opera- 
tion of an embodiment on the invention using an unicast 
data steam and a server application. The method 
includes the following steps: so 

requesting a first home gateway port (step 28) 
connecting at least one home network device to a 
home gateway using one of the home gateway 
ports (step 30). Step 30 uses an unicast data 55 
steam, and a server application device as one of 
the home network devices; 

connecting the home gateway to the Internet using 



a single Internet address (step 22). 

after connecting the server application device to the 

first home gateway port, listening on the first home 

gateway port for an initial data transaction (step 32) ; 

after the initial data transaction arrives, requesting 

a second home gateway port (step 34); 

after requesting the second home gateway port. 

connecting the data transaction flow to the second 

home gateway port (step 36); 

after connecting the data transaction flow to the 

second home gateway port, connecting tfie server 

application device to the second home gateway 

port (step 38); 

after connecting the server application device to the 
second home gateway port, relinquishing the first 
home gateway port (step 40). Optionally, the server 
application device may continue to listen for new 
data transactions on the first port while serving the 
existing application on the second port; and 
after the end of the data transaction flow, relinquish- 
ing the second home gateway port (step 42). 

A telephone, a facsimile machine or other like device 
may be used a the server application device. In the 
embodiment of Figure 7, the device or end-system 
requests a specific port number. Further, if the home 
gateway does not have sufficient knowledge to inter- 
work unicast from the Internet to local multicast it may 
restrict the number of port owners to one. Thus, when 
the home gateway can support multiple end-points for a 
particular application it will, and if not, it may only permit 
a single owner. 

[0035] Figure 8 illustrates a flow chart of the opera- 
tion of an embodiment on the invention using a multicast 
data stream and a client application. The method 
includes the following steps: 

requesting at least one home gateway port (step 
24); 

connecting at least two of the home network 
devices to a home gateway using one of the home 
gateway ports (step 44). Step 44 uses a multicast 
data stream, and at least two client application 
devices are used as at least two of the home net- 
work devices; 

connecting the home gateway to the Internet using 

a single Internet address (step 22). 

after the connection between the home gateway 

and the client application devices is no longer 

required, relinquishing the home gateway port (step 

26). 

Telephones or other like devices maybe used as the cli- 
ent application devices. Further, the devices showing 
interest in a particular application may do so at arbitrary 
points in time. 

[0036] Figure 9 illustrates a flow chart of the opera- 
tion of an embodiment on the invention using a multicast 
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data stream and a server application. The method 
includes the following steps: 

requesting a first home gateway port (step 28) 
connecting at least one home network device to a s 
home gateway using one of the home gateway 
ports (step 46). Step 46 uses a multicast data 
steam, and at least two saver application devices 
as at least two of the home network devices are 
server application devices; 10 
connecting the home gateway to the Internet using 
a single Internet address (step 22). 
after connecting the server application devices to 
the first home gateway port, listening on the first 
home gateway port for an initial data transaction 
(step 32); 

after the initial data transaction arrives, requesting 
a second home gateway port (step 34). Usually, the 
first respondent will serve the transaction and the 
gateway will coordinate whether the other devices 
can participate. Further, some applications such as 
load sharing resolve the data stream to unicast 
after a multicast listening step. Moreover, some 
applications such as multi- extension, multi-line 
telephony permit multiple end system to participate 
in the service simultaneously; 
after requesting the second home gateway port, 
connecting the data transaction flow to the second 
home gateway port (step 36); 
after connecting the data transaction flow to the 
second home gateway port, connecting the server 
application devices to the second home gateway 
port (step 48); 

after connecting the server application devices to 
the second home gateway port, relinquishing the 
first home gateway port (step 40). Optionally, the 
server application device may continue to listen for 
new data transactions on the first port while serving 
the existing application on the second port; and 
after the end of the data transaction flow, relinquish- 
ing the second home gateway port (step 42). 

Telephones or other like devices may be used as the 
server application devices. 

[0037] Some advantages of the embodiments of 
the invention are as follows: 

some home devices, such as a phone or fax 
machine, have a continuous network presence; 
some home devices, such as a World Wide Web 
(WWW) browser, have an on demand network 
presence; 

some home devices, such as a printer, have no net- 
work presence; 

the home network is arbitrary since each house 
may be configured differently; 
the home network is decoupled from the adminis- 
tration of the Internet addresses; 



the home network is "plug and play", that is, a mini- 
mum level of configuration is required by the user of 
the home network; and 

the home network locally converts unicast data 
streams to multicast streams, such as fanning out 
ringing the all the Internet phones connected to the 
home network. 

[0038] Further embodiments an alternatives of the 
present invention are now described. Consider first IP 
telephony as illustrated in the flow chart of Figure 10. 
Every IP phone in the houses uses IPRP to autodis- 
cover the public Internet address for the home (step 50), 
and registers interest in a port associated with IP 
telephony (step 52). Incoming data traffic to the home 
Internet address/IP telephony port is multicast within 
the home to all the IP telephones (step 54). All the IP tel- 
ephones ring (step 56). Arbitration between phones 
(step 58) and multimedia mixing (step 60) is usually 
required to have the phones work like the current POTS 
paradigm. POTS is usually known as "plain old teleph- 
ony service", and a POTS paradigm is that all phones in 
the home behave like they are on a bus. All phones ring 
and permit users to share a voice connection. Futher, 
the phones may be arbitrarily added or dropped from 
the call. 

[0039] Another embodiment considers a personal 
computer (PC) on the home network, as illustrated in 
the flow chart of Figure 11. When turned on, the PC 
issues a DHCP to the network (step 62). The IPRP car- 
ries this to the residential gateway (step 64). A DHCP is 
often known as a Dynamic Host Configuration Protocol 
and is normally used on a LAN for an end-system to dis- 
cover the details of its network configuration. The gate- 
way recognizes that this is DHCP by the combination of 
a combination of a high er layer protocol identifier and a 
target port (step 66). The gate way responds with a 
home Internet address (step 68). An outgoing WORLD 
WIDE WEB (WWW) browsing request will borrow a port 
number from the residential gateway (step 70) and uses 
that number for the session (step 72). Spawning addi- 
tional windows or services typically consumes more 
port numbers (step 74). Application level software is 
correctly aware of the home Internet address that will be 
used in the outside port enabling client based applica- 
tions such as electronic commerce to work (step 76). 
[0040] Numerous modifications, variations and 
adaptations may be made to the particular embodi- 
ments of the invention described above without depart- 
ing from the scope of the invention, which is defined in 
the claims. For example, using the second port may not 
be a mandatory step for any of the embodiments, rather, 
it is typically used so a server can service multiple cli- 
ents while demultiplexing them at the application level 
using ports. 
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Claims 

1. A method for connecting a home network to the 
Internet, the method comprising the steps of: 

connecting at least one home network device 
to a home gateway using at least one home 
gateway port; and 

connecting the home gateway to the Internet 
using a single Internet address. 

2. A method as recited in claim 1 wherein the connect- 
ing between the home gateway and the home net- 
work devices step uses an unicast data stream. 

3. A method as recited in claim 2 further comprising 
the step of using a client application device as one 
of the home network devices. 

4. A method as recited in claim 3. the method further 
comprising the steps of 

using one home gateway port in the connecting 
between the home gateway and the client 
application device step 

before the connecting between the home gate- 
way and the client application device step, 
requesting the home gateway port; and 
after the connecting between the home gate- 
way and the client application device step is no 
longer required, relinquishing the home gate- 
way port. 

5. A method as recited in claim 4, further comprising 
the step of using a telephone as the client applica- 
tion device is a telephone. 

6. A method as recited in claim 4, further comprising 
the step of using a facsimile machine as the client 
application device. 

7. A method as recited in claim 2 further comprising 
the step of using a server application device as one 
of the network devices. 

8. A method as recited in claim 7, the method further 
comprising the steps of 

using one of the home gateway ports as a f irst 
home gateway port; 

using another one of the home gateway ports 
as a second home gateway port; 
before the connecting between the home gate- 
way and the server application device step, 
requesting the first home gateway port; 
after connecting the server application device 
to the first home gateway port, listening on the 
first home gateway port for an initial data trans- 



action; 

after the initial data transaction arrives, 
requesting the second home gateway port; 
after requesting the second home gateway 

5 port, connecting the data transaction flow to 

the second home gateway port; 
after connecting the data transaction flow to the 
second home gateway port, connecting the 
server application device to the second home 

w gateway port; 

after connecting the server application device 
to the second home gateway port, relinquishing 
the first home gateway port; and 
after the end of the data transaction flow, relin- 

15 quishing the second home gateway port. 

9. A.method as recited in claim 8, further comprising 
the step of using a telephone as the server applica- 
tion device. 

20 

10. A method as recited in claim 8, further comprising 
the step of using a facsimile machine as the server 
application device. 

25 11. A method as recited in claim 1, wherein the con- 
necting from the gateway to the home network 
devices step uses a multicast data stream. 

12. A method as recited in claim 11, further comprising 
30 the step of using two or more client application 

devices for two or more of the home network 
devices. 

13. A method as recited in claim 12, the method further 
35 comprising the steps of 

using one home gateway port in the connecting 
between the home gateway and the client 
application devices step; 

40 before the connecting between the home gate- 

way and the client application devices step, 
requesting the home gateway port; and after 
the connection between the home gateway and 
the client application devices is no longer 

45 required, relinquishing the home gateway port 

14. A method as recited in claim 13. further comprising 
the step of using telephones as the client applica- 
tion devices. 

so 

15. A method as recited in claim 11, further comprising 
the step of using two or more server application 
devices as two or more of the home network 
devices. 

55 

16. A method as recited in claim 1 5, the method further 
comprising the steps of 
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using one of the home gateway ports as a first 
home gateway port; 

using another one of the home gateway ports 
as a second home gateway port; 
before the connecting between the home gate- s 
way and two or more of the server application 
devices step, requesting the first home gate- 
way port; 

after connecting the two or more server appli- 
cation devices to the first home gateway port, 10 
listening on the first home gateway port for an 
initial data transaction; 

after the initial data transaction arrives, 
requesting the second home gateway port; 
after requesting the second home gateway is 
port, connecting the data transaction flow to 
the second home gateway port; 
after connecting the data transaction flow to the 
second home gateway port, connecting two of 
more of the server application devices to the 20 
second home gateway port; 
after connecting two or more of the server 
application devices to the second home gate- 
way port, relinquishing the first home gateway 
port; and 25 
after the end of the data transaction flow, relin- 
quishing the second home gateway port. 

17. A method as recited in claim 16, further comprising 
the step of using telephones as the server applica- 30 
tion devices. 

18. A method for connecting Internet Protocol (IP) tele- 
phones on a home network to the Internet, the 
method comprising the steps of: 35 

for each IP telephone in the house, autodiscov- 

ering a home Internet address; 

registering interest in a port associated with IP 

telephony; 40 

multicasting incoming data traffic to the home 

Internet address, and the IP telephony port, 

within the home to all the IP telephones; 

ringing all the IP telephones; 

arbitrating between IP telephones; and 45 

multimedia mixing to have the IP telephones 

work like a POTS paradigm. 

19. A method for connecting a personal computer on a 
home network to the Internet, the method compris- so 
ing the steps of: 

using the computer, issuing a DHCP to the 
home network; 

using the IPRP. carrying the DHCP to a resi- 55 
dential gateway; 

using the gateway, recognizing the DHCP by 
the combination of a higher layer protocol iden- 



tifier and a target port; 

using the gateway, responding with a home 
Internet address; 

for an outgoing World Wide Web (WWW) 
browsing request, borrowing a port number 
from the residential gateway; 
using that port number for a browsing session; 
spawning additional windows or services using 
more port numbers; 

using application level software to be correctly 
aware of the home Internet address that is 
used with the port number, thus enabling client 
based applications such as electronic com- 
merce. 

20. An apparatus for connecting a home network to the 
Internet, the home network having at least one 
home network device, the apparatus comprising: 

a home gateway connected to the Internet and 
comprising at least one home gateway port; 
and 

each home network device being connected to 
at least one home gateway port. 

21. An apparatus as recited in claim 20, wherein each 
home network device is connected to one of a pre* 
determined range of home gateway ports. 

22. An apparatus as recited in claim 20 wherein two or 
more home network devices are connected to the 
same home gateway port. 

23. An apparatus as recited in claim 20 wherein the 
home network device is a telephone. 

24. An apparatus as recited in claim 20 wherein the 
home network device is a facsimile machine. 

25. An apparatus as recited in claim 20 wherein the 
home network device is a computer implemented 
WWW browser. 

26. An apparatus as recited in claim 22 wherein the 
home network devices are telephones. 

27. An apparatus for connecting a home network to the 
Internet, the apparatus comprising: 

the home network comprising at least one 
home network device; 

a home gateway comprising at least one home 
gateway port; 

each home network device being connected to 

at least one home gateway port; and 

the home gateway being connected to the 

Internet. 



8 



EP 1 017 206 A2 



HOME 
NETWORK 



10 




16^ 16^ 16> 



16 /16 



PORT 


PORT 


PO 


RT 


PORT 


PORT 


HOME Gi 


<\TEWAY 




FIG. 1 



9 



16« 



16^ 16* 



16 



PORT 


PORT 


PORT 


i i 
PORT 


HOME GATEWAY 




FIG. 2 




FIG. 3 



EP1 017 206 A2 





FIG. 4 



EP 1 017 206 A2 



CONNECTING AT LEAST ONE 
HOME NETWORK DEVICE TO A HOME 
GATEWAY USING AT LEAST ONE 
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CONNECTING THE HOME GATEWAY 
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REQUESTING AT LEAST ONE 
HOME GATEWAY PORT 



CONNECTING AT LEAST ONE 
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TO THE INTERNET USING A 
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REQUESTING A FIRST HOME GATEWAY PORT 
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CONNECTING AT LEAST ONE HOME NETWORK 
DEVICE TO A HOME GATEWAY USING THE FIRST 
HOME GATEWAY PORT 
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CONNECTING THE HOME GATEWAY TO THE 
INTERNET USING A SINGLE INTERNET ADDRESS 
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LISTENING ON THE FIRST HOME GATEWAY PORT 
FOR AN INITIAL DATA TRANSACTION 
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DATA TRANSACTION ARRIVES 



REQUESTING A SECOND HOME GATEWAY PORT 
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CONNECTING THE DATA TRANSACTION FLOW TO 
THE SECOND HOME GATEWAY PORT 
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CONNECTING THE SERVER APPLICATION DEVICE 
TO THE SECOND HOME GATEWAY PORT 
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RELINQUISHING THE FIRST HOME GATEWAY PORT 
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RELINQUISHING THE SECOND 
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REQUESTING A FIRST HOME GATEWAY PORT 
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CONNECTING AT LEAST TWO OF THE HOME 
NETWORK DEVICES TO A HOME GATEWAY 
USING THE FIRST HOME GATEWAY PORT 
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CONNECTING THE HOME GATEWAY TO THE 
INTERNET USING A SINGLE INTERNET ADDRESS 
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LISTENING ON THE FIRST HOME GATEWAY PORT 
FOR AN INITIAL DATA TRANSACTION 
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DATA TRANSACTION ARRIVES 



REQUESTING A SECOND HOME GATEWAY PORT 
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CONNECTING THE DATA TRANSACTION FLOW TO 
THE SECOND HOME GATEWAY PORT 
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CONNECTING THE SERVER APPLICATION DEVICES 
TO THE SECOND HOME GATEWAY PORT 
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FOR EACH IP TELEPHONE IN THE HOUSE, 
AUTO DISCOVERING A HOME 
INTERNET ADDRESS 



REGISTERING INTEREST IN A PORT 
ASSOCIATED WITH IP TELEPHONY 



MULTICASTING INCOMING DATA TRAFFIC 
TO THE HOME INTERNET ADDRESS, AND 
THE IP TELEPHONY PORT, WITHIN THE 
HOME TO ALL IP TELEPHONES 



RINGING ALL THE IP TELEPHONES 



ARBITRATING BETWEEN IP TELEPHONES 



MULTIMEDIA MIXING TO HAVE THE IP 
TELEPHONES WORK LIKE A 
POTS PARADIGM 
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USING THE COMPUTER, ISSUING A DHCP TO 
THE HOME NETWORK 



USING THE IPRP, CARRYING THE DHCP TO 
A RESIDENTIAL GATEWAY 



USING THE GATEWAY, RECOGNIZING THE DHCP 
BY THE COMBINATION OF A HIGHER LAYER 
PROTOCOL IDENTIFIER AND A TARGET PORT 



USING THE GATEWAY, RESPONDING WITH A 
HOME INTERNET ADDRESS 
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FOR AN OUTGOING WWW BROWSING REQUEST, 
BORROWING A PORT NUMBER FROM 
THE RESIDENTIAL GATEWAY 
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USING THAT PORT NUMBER FOR A 
BROWSING SESSION 




SPAWNING ADDITIONAL WINDOWS OR SERVICES 
USING MORE PORT NUMBERS 
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USING APPLICATION LEVEL SOFTWARE TO BE 
CORRECTLY AWARE OF THE HOME INTERNET 
ADDRESS THAT IS USED WITH THE PORT NUMBER. 
THUS ENABLING CLIENT BASED APPUCATIONS 
SUCH AS ELECTRONIC COMMERCE 
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